b CloudFabrix

Modern Al-Powered
Telco Service Assurance Solution

CloudFabrix redefines Telco service
assurance with Al-powered, single-

pane-of-glass visibility across
diverse networks (5G, DC/Campus,
Optical). CloudFabrix ingests data
from various sources (SNMP traps,
Syslogs, OTel, gNMlI, bulkstats) and
leverages ML for anomaly
detection, root cause analysis, and
service impact. Ultimately,
CloudFabrix delivers improved
service quality, optimized network
performance, and significant
operational efficiency gains.

Discovery
« Full Stack Asset Discovery — 5G,
Edge, O-RAN
« Application Dependency and
Impact Service Map
» Topology Visualization

Compliance
« Compliance Management
« Change Management
» Vulnerability Exposure
- Lifecycle Analytics

Visualization

« Composable Dashboards
» Observability Data Lake

Use Cases

Single pane of operations across domains

Network Assurance and AlOps

Performance Management - Otel, API,

SNMP, Bulkstats, gNMI/gRPC

Fault Management - Syslogs, SNMP traps
Managed Network Services - Visibility &

Lifecycle Insights
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Telco Service Assurance Reference Architecture

Enrichment
« Event/Alarm Enrichment —
Topology, NLP
* Log Enrichment - CVE, GeolP,
TIP, MiTTRE

Correlation -Al/ML
» Event Correlation
« Log Correlation, Replay

Predictive Analytics — Al,ML
» Event, Log, Metrics Anomaly
detection
» Fault Synthesizer
» Observability pipelines
» Composable Search

Root Cause Analysis
« Virtual War Room - RCA
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Remediation
« Service Management
« ChatOps
« Anomaly Notifications
« Auto Remediation

NLP Analysis
» Recommendation Engine
*+ CMDB update

Composable Analytics
« Composable Services,
Pipelines, Bots
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